Building a Safer
Digital Economy for All
Kasozi: Hello, this is Kasozi, how can I help
you?
Mufere: Eh, Kasozi my brother, long time! We
last met when we were at Campus. It's been a
while but you are the person I'm looking for.
Kasozi: Campus? Really?
Mufere: Yees! You don't remember me?
Kasozi: So, how can I help you?
Mufere: I'm stuck in Gulu making millions
and I need to urgently send money to my sick
mother but I can't ﬁnd any mobile money
agent near me. I've sent the money to your
phone as you can see the message. It might
take a few minutes to come through but I
urgently need to send the money to my
mother. Let me send you her number and
you send it to her chap, chap.
Kasozi: Eeeh, my friend, I am afraid your
mother is going to die.
Mufere: What?
Kasozi: Because I don't know you, I never
went to campus, and I'm also in Gulu. So, can
we meet at CPS and we talk about it?
Mufere: You are stupid!
Many consumers of communications
services have had a conversation like what
Kasozi had with a fraudster in the skit above.
Unfortunately, many consumers were not as
vigilant as Kasozi, so they ended up losing
money to the fraudster.
This skit is part of the on-going "Tonfera"
campaign, an initiative of Uganda
Communications Commission (UCC) to raise
awareness among consumers to minimise
falling prey to scammers.
While the Commission’s raison d’etre is to
expand usage of ICTs, the resulting
increased exposure to digital risks calls for
interventions to enhance conﬁdence in the
communication ecosystem.
Section 5(k) of the Uganda Communications
Act 2013 tasks UCC “to promote and
safeguard the interests of consumers and
operators as regards the quality of
communications services and equipment.”
The Commission performs this function
through
consumer
awareness
and
empowerment initiatives such as “Tonfera”,
establishment and operation of the ICT
sector Computer Emergency Response
Team (CERT), and participation in child
online
protection
programmes
in
collaboration with other Government
agencies, development partners and civil
society.
The Commission also participates in global
dialogue on cyber security to facilitate a
reliable, interoperable, and secure ICT
environment.
The
Commission’s
contribution in that regard is critical because
by its nature the internet is borderless; a
single country can’t simply protect its own
space.
Besides, the Commission contributes to the
conversation
on
cybersecurity-related
international standards, authentication and
identity management, security aspects of
communication applications and protection
of personally identiﬁable information.
As Uganda joins the rest of the world to
commemorate World Consumer Rights Day
today, March 15, 2022, the Commission joins

sure
your
internet
connection is secure.

Child Online Safety

Children are prone to cyber
predators who seek to
exploit their innocence and
naivety, leading to ugly
consequences such as child
trafﬁcking,
child
pornography,
and
cyberbullying.
The
International
Telecommunication Union
(ITU), in collaboration with
Child Online Protection
(COP), has developed the
following guidelines for the
protection of children in
cyberspace:

other stakeholders to raise awareness about
consumer rights, needs and interests.
The
Commission's
consumer-centric
initiatives seek to empower consumers to
make informed choices; educate consumers
about their rights and responsibilities;
ensure compliance of operators with license
obligations on customer care and consumer
protection; address consumer complaints;
and protect consumers against unfair
business
practices
and
substandard
products.
In line with the day's theme, "Digital Safety
for All", World Consumer Rights Day also
provides
a
platform
for
different
stakeholders in the communications services
ecosystem to focus on current and emerging
consumer issues, including electronic fraud,
child online safety, and misinformation, as
highlighted below.

Electronic Fraud

Cyber fraudsters are always waiting for an
opportunity to pounce on unsuspecting
individuals. However, once you are vigilant
or follow the tips below, they will ﬁnd you as
conﬁdent as Kasozi - to their annoyance.
• If you have not taken part in any lottery,
you cannot be a winner, beware!
• Do not share your PIN or personal
information with anybody.
• Do not accept to enter codes suggested
by any caller as you could be granting a
fraudster access to your funds.
• Ask questions when in doubt. If you
become suspicious, hang up.
• Beware of online get rich quick schemes.
If it is too good to be true, it is not true.
• Call the Police, your service provider on
100 or UCC on 0800222777.
• Choose strong passwords and regularly
change your passwords for accounts such
as your bank, email, and social media.
• Dial *197# and follow the prompts to
verify numbers registered under your
NIN and report those you do not
recognise.
• Be careful what you download and make
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• Build an open, trusting
relationship
around
technology
—
keep
communication
open
and supportive so your child knows they
can come to you if something goes
wrong.
Co-view and co-play with your child
online. This will help you better
understand what they are doing.
Help your child to develop digital
intelligence and social and emotional
skills — such as respect, empathy, critical
thinking, responsible behaviour, and
resilience — and practice being good
online citizens.
Empower your child — wherever possible,
help them make wise decisions for
themselves, rather than telling them what
to do.
Use devices in open areas of the home to
help you manage and be aware of who
your child interacts with online.
Know the apps, games, and social media
sites your kids are using, making sure
they are age-appropriate.
Utilise the privacy and parental control
settings on the games and apps your
child is using.
Be alert to signs of distress and know
where to go for more advice and support.

Misinformation, Fake News

The internet has made it easy to produce
and share content online. However, this
facilitates the spread of false information,
deliberately or inadvertently. Dissemination
of misinformation or fake news can result in
violence, ﬁnancial loss, unfounded anxiety,
or serious risk to life and property. To avoid
fake news, follow the tips below:
• Be vigilant and curious when looking at
any piece of news or information from
unofﬁcial sources.
• Verify any news stories/reports received
before believing or forwarding them to
other persons.
• Not every piece of
information
encountered online is true, authentic, or
created in good faith.
• To counteract misinformation, the
Commission recently set up a fact

checking mechanism operated by the
Uganda Computer Emergency Response
Team (Ug-CERT) to verify suspicious
information.
• Stop and think again before sharing. Ask
yourself: who shared this; what is the
source; when was it published; why do I
want to share it?

Cyber Bullying

Cyberbullying can leave serious scars on the
victim. In extreme cases, cyberbullying has
led to people taking their own lives. Tips on
how to handle cyberbullying:
• Seek help - If you think you're being
bullied, seek help from someone you
trust.
• Block the contact - If the bullying is
happening on a social media platform,
consider blocking the bully and report
their behaviour on the platform itself.
• Collect evidence – Save text messages
and screen shots of the media posts in
question to show what has been going
on.
• Delete app and/or stay ofﬂine– Consider
taking a break to heal and recover from
the bullying.
• Report to Police - If you are in immediate
danger, consider contacting the Police or
any other relevant authority.
• Learn about the privacy settings and
anti-bullying tools of your favourite social
media apps.
Besides consumer awareness programmes
such as the Tonfera campaign, the
Commission has taken additional measures
to promote online safety and protect
consumers.
One of these measures is the Computer
Emergency Response Team (UG-CERT),
which was set up with the support of the
Government
of
Uganda
and
the
International Telecommunications Union
(ITU).
The UG-CERT team works alongside
different partners to help protect internet
services and consumers from, among others,
child pornography, online bullying or
harassment, spamming/phishing, online
blackmail
and
extortion,
copyright
infringement, computer hacking, website
defacement, online fraud, and online
impersonation.
The Commission has also developed a
comprehensive
consumer
complaints
mechanism – the call centre- through which
hundreds of complaints and enquiries are
addressed every single day.
In addition, the Commission demands that
all licensed service providers, especially
telecoms, set up clear and easily accessible
redress systems to receive complaints from
their customers, and to handle them
expeditiously.
Customers that are not satisﬁed are
encouraged to report directly to the
Commission
through
toll-free
line
0800222777, email address, or contact the
Commission's ofﬁces in Kampala, Masindi,
Gulu, Mbale and Mbarara.

